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ABSTRACT

Safaa Mohammad Okour, Enhanced Data Hiding Mechanism Based on Randomized 

Substitution over SLSB technique.  MSc. Thesis, Yarmouk University, 2018.

(Supervisors: Dr. Mohammad Al-Jarrah, Dr. Sami Al-Hamdan).  

Data transmission has become one of the most demanding areas nowadays, since the growth 

of the Internet there were more and more demands over the world-wide network.  Cloud 

computing is a major area over the Internet servicing vital fields in social, business, military, 

science, and others. Focus on data security; especially on transmission protocols used is 

getting more attention. Many studies have been carried in many areas of data security such 

as authentication, encryption, data hiding and validation. 

In this thesis, we focus on data hiding (steganography) for the purpose of security of 

transmitted data.  As the data hiding increases, the level of security of the hidden data also 

increases. An improved SLSB technique for hiding data inside images is presented here. This 

technique uses blob detection point to select a starting point for hiding the data. Then, it scans

the covering image in a pseudo-random way to hide data. The randomization function used 

here utilizes constants derived from the cover image. One color component is chosen at the 

beginning of the algorithm based on color statistics of the carrier image such that noise 

induced by hiding is minimized. For more security, the hidden data is subjected to 3DES 

encryption before merging in the covering image. A pixel that doesn’t satisfy certain noise 

threshold is skipped and a new random pixel location is generated and tested.

Experimental results of the presented algorithm have shown promising enhancement in terms 

of efficiency and security over existing SLSB algorithm, since we have achieved higher

average PSNR (15.901dB) and SNR (18.3633dB) values when compared to the original SLSB 

algorithm. Our algorithm has also achieved less MSE with an average of 40.8when compared 

to SLSB results. Moreover, higher extraction complexity due to the multi different variables 

used inside the presented algorithm makes our algorithm more secure than the traditional 

SLSB.

Keywords: Data transformation, Steganography, Data hiding, SLSB, Encryption, Blob 

Detection.
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